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§ 1.02 Economic Transformation and Law 
            While there are historical antecedents leading us to the present world economy and 
legal structure, it is necessary to understand the legal issues presented today on their own 
terms as new and unique. 
 
            The reason modern … issues present unique challenges relates in part to the pace of 
change that has been occurring. The pace of economic and legal change is exponential; it re-
creates the technology of the world of commerce at recurrent, short intervals. Exponential 
change feeds on itself and on its own rate of transition. Change at an increasing rate engages a 
need continuously to reevaluate law. But the nature of legislation, regulation, and case law is 
that it is grounded in the past and past values; it reaches into the future only reluctantly. 
 
            Another element is present. One writer in the late 1980s described the effect on law of 
changes in information and communication systems: 

[A] new system of communication does more than make us more 
knowledgeable or our institutions more efficient. It also leads to 
the creation of new relationships and, most importantly, changes 
our attitudes, expectations, and ways of thinking about law.5  

 
New and changing relationships. New and changing attitudes. New and changing expectations. 
 
            This [class] is about the legal characteristics and infrastructure pertinent to those 
changing relationships in … online venues. It is a book about law dealing with a subject matter 
in constant flux and, as a result, adjusting its rules frequently. But the adjustments often reflect 
older or nonsupportive values. …  
 
            Change often produces reaction. Often, the reactions involve people acting like the 
Dutch boy with his finger in the dike hoping to hold back the flood of change. As Lewellyn 
explained, “You wake up then to the fact that the throne your subject matter once occupied is 
overshadowed,”6 and that is a fearful situation for many.7  

5M. Ethan Katsh, The Electronic Media and the Transformation of Law 22 (1989). 
6KN Llewellyn, Across Sales on Horseback, 52 Harv. L. Rev. 725, 725–727 (1939). 
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            We will see this type of response throughout this [course]. The costs the response 
imposes … are extravagant. … This disagreement between those who embrace change and 
seek to adapt law to accommodate it, and those who resist it and seek to prevent or conform the 
change to the comfort of existing law, is historically common. Karl Lewellyn fought the same 
battle when he sought adoption of the UCC. The UCC replaced previous contract laws that had 
grown out of legal notions based not on industrial goods, but on real estate, animals, and farm 
products. Lewellyn described the need to “unhorse” the law that was based on economies 
existing before the mercantile or industrial ages.8 …  
 
            The same is true for cases of information and related services[, intellectual property] and 
for e-commerce in general. But those who fail to embrace change act much like the child who 
tries to pound a square peg into a round hole.10 …  
 
            The commercialization of electricity transformed a world lit previously only by fire. Then, 
the collective inventive genius of the industrial age developed and commercialized the 
telegraph. That invention, viewed today as a largely antiquated technology, transformed how 
information was conveyed and created entirely new relationships.16 The telegraph was followed 
quickly by the telephone and radio. Then came television. Then came cable. Then came 

7For a more detailed discussion of this phenomenon and the role of academics in it, see HK Towle, The Politics of 
Licensing Law, 36 Houston L. Rev. 121 (1999); see also L. Brennan, “Through the Telescope: Article 2B and the 
Future of E-Commerce,” 20 Miss. C. L. Rev. 45 (1999) (likening the reaction of some academic commentators to 
debates regarding adaptation of “goods” laws for an information economy, as similar to the reaction in 1633 to 
Galileo’s heretical attempt to teach the Copernican theory that the Earth revolved around the sun and refusing to 
accept Galileo’s urging to “See what I have seen; look through the telescope”). 
8See generally KN Llewellyn, The First Struggle to Unhorse Sales, 52 Harv. L. Rev. 873, 874–875, 904 (1939). 
10See ML Rustad, Commercial Law Infrastructure for the Age of Information, 16 Marshall J. Computer & Info. L. 
255, 270 (1997). 

The Courts apply Article 2 by analogy to the licensing of information because 
no suitable alternative paradigms exist. The concepts of Article 2 are adapted to 
information contracts though “legal fictions.” Judges must ‘pretend’ that a law 
constructed for the sale of tangibles also accommodates the licensing of 
information. … The courts’ strained efforts of applying the law of sales to the 
licensing of intangibles is like the television commercial in which two 
mechanics are trying to fit an oversized automobile battery into a car too small 
to accommodate it. The car owner looks on with horror as the mechanics hit the 
battery with mallets, trying to drive it into place. The owner objects and the 
mechanics say, “We’ll make it fit!” The owner says, “I’m not comfortable with 
‘make it fit.’” 

Similarly, judges are applying a sales law that does not fit with the commercial realities of licensing software. 
Judges must treat software “as if” it fits a sale of goods because no specialized commercial law for licensing 
information commodities exists. Doing nothing only exacerbates the problem by proliferating ‘legal fictions’ rather 
than applying a rationally constructed information law. 
16See T. Standage, The Victorian Internet (1998). Standage comments: “Today we are repeatedly told that we are in 
the midst of a communications revolution. But the electronic telegraph was, in many ways, far more disconcerting 
for the inhabitants of the time than today’s advances are for us. If any generation has the right to claim that it bore 
the full bewildering, world-shrinking brunt of such a revolution, it is not us—it is our nineteenth-century forebears.” 
Id. at 213. 
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satellite. Then came online systems. Then came the Internet and the World Wide Web. The 
Internet added elements of interactivity, automation, and worldwide scope that were not present 
under the prior technologies, especially the interactivity and automation. Then we moved toward 
hand-held devices whose processing power exceeds that of the earlier mainframes. 
 
            But before we move ahead, consider what it was like in a world in which news or 
instructions from Europe took weeks to reach the United States. Visualize the newspapers and 
politics of that world, and the business relationships possible in such a world. Then remember 
that the world you are visualizing existed less than 100 years ago. The world that Walter 
Cronkite used to convey images of Vietnam in the 1960s did not exist in any commercial sense 
until the late 1950s. Today, broadcast television is fighting for survival against cable and Internet 
services. Broadcast radio competes with Internet and satellite radio. New technologies 
undoubtedly await the next turn of the page.  …. 

§ 1.04 Transactional Formats 
            Digital media enable an increasingly wide range of new ways of doing business. The 
systems create new methods and new commercial subject matter, such as in the creation of 
multinational electronic auctions directed to consumer and commercial markets, the 
development of search engines as a primary commercial service, new means of handling and 
trading in securities,18 smart phones and hand-held devices, e-books, and new forms of 
collateral for secured lending.19 The range seems limitless, and we are unlikely to witness the 
end for generations.20  
…….. 
 
            With the rapid evolution of technology that characterizes the information age, there are 
recurrent instances in which law and policy, as well as business practice, must balance between 
technological capability to implement new transactions, and the evolution of a legal 
infrastructure that permits or precludes implementing the transactions. Often, however, the 
balance is drawn too hastily or restrictively. One illustration involves the capability of technology 
to tailor online experiences, commercial advertising, and other electronic events based on 
information about the current or past uses of a system by the end user. Technologies such as 
cookies can enhance both the efficiency of commercial interactions and the quality of the 
experience of the person using a system. But these same technologies can also be seen as 
presenting threats to other interests of the end user or third parties, such as privacy and misuse 
of trademarks to trigger pop-up advertising.22  

18See Mooney, “Beyond Negotiability: A New Model for Transfer and Pledge of Interest in Securities Controlled 
by Intermediaries,” 12 Cardozo L. Rev. 305 (1990). 
19See UCC § 9-102(a) (defining “electronic chattel paper”). 
20See Stan Davis & Christopher Meyer, Blur: The Speed of Change in the Connected Economy (1998). See also 
Cartoon Network, LP v. CSC Holdings, Inc., 536 F3d 121 (2d Cir. 2008) (series of copyright rulings enables cable 
company to implement remote DVR system, competing with VCR and other systems where shows are copied at the 
end user’s location). 
22We discuss the trademark issues in ¶§ 2.16[4]; 2.28; 2.29. See, e.g., 1-800 Contacts, Inc. v. WhenU. com, 414 F3d 
400 (2d Cir. 2005) (use of names in directory not shown to user but used to flash ads on screen at appropriate times 
was not use of a trademark in commerce; no liability). Compare Playboy Enters., Inc. v. Netscape Communications 
Corp., 354 F3d 1020, 1024 (9th Cir. 2004) (infringement could be based on defendant’s insertion of banner ads on 
user’s search results page). As to privacy, see discussion in § 12.13. 
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            An additional business format enabled by online commerce occurs when one party 
builds all or part of its commercial product by “borrowing” content or services from a third party, 
without obtaining consent of that party. In fact, the most valuable online information providers 
are not content providers, but companies that provide a user access to content on another 
entity’s site. [In intellectual property terms, this entails a substantial shift of value from authors 
and traditional distributors to what have been described as facilitators..  It also has arole in a 
sharp decline in newspaper viability.] 
 
            Sometimes, this occurs through automated taking [copying] of information from the third-
party’s site and using it in original or modified form on the other site.23 In other cases, this 
business approach entails linking to the third-party site or simply providing links to or identifying 
the other sites. For example, in Live Nation Motor Sports, Inc. v. Davis24 the defendant linked its 
commercial site to a streaming video feed of auto races by the plaintiff. Although the defendant 
argued that this was merely using ordinary Internet technology, the court concluded that the link 
most likely constituted copyright infringement. 
 
            The ultimate contours of law in reference to these practices remains to be developed. 
Care needs to be taken so that an appropriate balance is struck in reference to what could be 
highly desirable and efficient business practices. What is also relevant, however, is to recognize 
that law here intrudes on the use of technology in order to safeguard what are perceived as 
important interests (e.g., trademarks, copyrights, data protection privacy). The message is a 
simple one, but perhaps most pronounced in electronic commercial arrangements: the design of 
a business model that optimizes use of digital technologies for transactional frameworks is not 
simply a technological or a business issue, it is also a legal issue.  [This was seen most recently 
in the Supreme Court in the Aereo cases involving copyright, which we will discuss later.  
 

§ 1.05 Trends in Law and Practice 

[01] In General 
            It is not enough to understand the law that exists today. It is also important to 
understand the direction of the law. Change here is expected and frequent. It is normal. The 
lack of change is abnormal. The changes include numerous patterns. We discuss some of them 
here. 

[1] Pattern 1: Transactional Information as a Valuable Asset 
            Information is a valuable asset. And digital information is even more valuable. 

23See Perfect 10, Inc. v. Amazon.com, Inc., 487 F3d 701 (9th Cir. 2007) (search engine operator’s framing in-line 
linked images did not “display” or “distribute” copies where full-size images were not stored on operator’s own 
computers). 
24Live Nation Motor Sports, Inc. v. Davis, 2007 Copy. L. Dec. § 29292, 81 USPQ2d 1267 (ND Tex. 2006). But see 
Perfect 10, Inc. v. Amazon.com, Inc., 487 F3d 701 (9th Cir. 2007) (search engine operator’s framing in-line linked 
images did not “display” or “distribute” copies where full-size images were not stored on operator’s own computers, 
but operator merely provided HTML instructions to an unrelated web site publisher’s computer). See discussion of 
linking and related technologies in Chapters 2 and 9. 
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            In part, the value lies in that information gives its holder a more accurate basis to make 
business or personal decisions, often with the aid of the advanced processing and analysis 
methods made available by digital technologies. This is a world of “big data.” 
 
            Companies evaluate and utilize information they generate about their own business 
activities. Included in this is a recognition that the capabilities associated with product 
manufacture or distribution can, in themselves, be put to different commercial use in other 
markets. “Data mining” is thus a business tool and it engenders a debate regarding the 
collection and use of information. 
 
            It is not the mere existence of the information that creates the value: it is the existence in 
a digital form which enables massive and detailed processing and analysis of the data. For 
example, lenders have long filed UCC financing statements to perfect security interests in 
collateral pledged by borrowers. If a manufacturer wanted to find out what its competitors were 
doing, it could pay a fee to a search service to examine state records, or it could visit each state 
filing office to see the lists of collateral being financed, to discern the direction and capacity of its 
competitors. Few went to that trouble. But what is the value of the same data as an electronic 
public record made available over the Internet? Although the data is the same, new value and 
new assets are created when that data is digitized and made widely accessible, with or without 
a fee. Once obtained in digital form, it can be analyzed, combined and recombined in endless 
ways, creating new data and value. 
 
            Many e-commerce businesses focus on the creation and analysis of transactional 
information as a means of generating value for the enterprise. [often through behavioral 
advertising] The transactional information itself has value because of the character of the 
processing capabilities, and the new economy allows it to be mined for information that can be 
used or sold. … 
 
            Changes in law can affect the actual value of transactional and similar information by 
shifting the rights that exist in the information. Stated simply, if one party to a transaction can 
prevent use of the transactional data by the other, then the value of that data diminishes. Thus, 
one important theme in law in e-commerce involves the potential creation of rights in individuals 
to control use of transactional data provided in transactions in which they engage. This involves 
modern privacy law, although the language of traditional privacy does not easily apply here and 
the better approach is to think of the issue as involving personal data protection law. The key 
policy issue lies less in protecting traditional ideas of privacy and more in a burgeoning 
movement to create a right in an individual to control use of information personally identifiable to 
that person whether or not that information is private in any traditional sense of the word. One 
academic described this as relating to development of fair information practices, defining “fair” in 
terms of the individual’s ability to control use (or prevent use) of transactional information.29  
…….. 
 

29See Joel Reidenberg, Setting Standards for Fair Information Practice in the U.S. Private Sector, 80 Iowa L. Rev. 
497 (1994). 
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[2] Pattern 2: U.S. Law Written Elsewhere 
          …….  

[3] Pattern 3: Federalism Revisited: The Most Regulated World 
            E-commerce systems allow merchants to compete nationally from a single location. In 
the case of merchants of automated services or digital information offerings, they not only 
create their product but also perform from the single location as to customers throughout the 
country. Increasingly, business models will do this. But the model poses a legal issue. 
 
            The federal system in the United States has always entailed a tension between state 
rights and federal power. E-commerce heightens that tension, perhaps pointing toward a 
fundamental revision of the relationship. Until that occurs, however, even within the United 
States (let alone internationally), e-commerce is one of the most regulated environments in 
commerce, if only because so many sovereign entities claim a right to apply their own law to it. 
 
            We can see this in various ways. One striking illustration comes from the courts. During 
one five-year period, there were over 200 reported court decisions dealing with issues of 
personal jurisdiction associated with Internet-related conduct.  …  
 
            An electronic search of California statutes revealed over 400 that mention the word 
“Internet,” while many others refer to online activities. Many are enabling statutes, such as 
statutes authorizing or requiring governmental disclosures to be made on the Internet, but 
others are regulatory. A slightly smaller number of statutes in Texas refer to the Internet. One 
Texas statute provides: 

This chapter applies to a contract only if: 

(1) the contract is for the sale, lease, exchange, or other disposition for value of goods 
for the price, rental, or other consideration of $50,000 or less; 

(2) any element of the contract’s execution occurred in this state; 

(3) a party to the contract is: 

(A) an individual resident of this state; or 

(B) an association or corporation that is created under the laws of this state or has its 
principal place of business in this state; and 

(4) Section 1.301 does not apply to the contract.35  

 
Although not made express in the statute, this rule presumably can be overridden by contractual 
choices of law, but it creates a presumptive choice of Texas law. … 
 

35Tex. Bus. & Com Code § 273.001. 
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A number of states have laws regulating spam—the popular, but misleading (at least for 
anyone who is a fan of the luncheon meat), name for mass, commercial e-mails. The 
Washington state statute, which has been upheld by the state’s Supreme Court, reads as 
follows: 

(1) No person may initiate the transmission, conspire with another to initiate the 
transmission, or assist the transmission, of a commercial electronic mail 
message from a computer located in Washington or to an electronic mail address 
that the sender knows, or has reason to know, is held by a Washington resident 
that: 

(a) Uses a third party’s internet domain name without permission of the third 
party, or otherwise misrepresents or obscures any information in identifying the 
point of origin or the transmission path of a commercial electronic mail message; 
or 

(b) Contains false or misleading information in the subject line. 

(2) For purposes of this section, a person knows that the intended recipient of a 
commercial electronic mail message is a Washington resident if that information 
is available, upon request, from the registrant of the internet domain name 
contained in the recipient’s electronic mail address.38  

 
            A “commercial electronic mail message” is essentially an e-mail advertisement. The 
target of protection is a “commercial electronic mail message from a computer located in 
Washington or to an electronic mail address … held by a Washington resident.” 
 
            What all of these enactments have in common is the treatment of a state’s residents or 
of impacts in a state in terms of that state’s own law even in Internet transactions. The likely 
impact of such laws will be to force Internet commerce to comply with all states’ laws, even 
though that may be impossible or, at the very least, costly. The broad question arises is: Should 
this environment be subject to state regulation at all? The argument poses a question of broad 
preemptive federal law and whether that will be necessary for realizing the benefits of e-
commerce for providers and customers alike, without imposing unruly and inappropriate costs. 
Clearly, it is already true that some important areas of e-commerce law are fully or largely 
federalized, such as federal copyright law. And yet, state laws focused on online environments 
increasingly are an important part of doing business electronically. Despite the risk of 
inconsistent and conflicting rules in this undeniably interstate (and international) environment, 
courts have often concluded that no constitutional preemption occurs by virtue of the 
dormant Commerce Clause where the state law is general in nature and not discriminatory.39 A 

38RCWA 19.190.020. 
39See Granholm v. Heald, 544 US 460, 125 S. Ct. 1885, 161 L. Ed. 2d 796 (2005) (discriminatory wine sales law 
precluded by commerce clause). See generally Forsalebyowner.com Corp. v. Zinnemann, 347 F. Supp. 2d 868 (ED 
Cal. 2004), in which California statute requiring licensing of real estate brokers was deemed unconstitutional as 
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number of states, most notably California, have taken the opportunity to enact a web of laws 
enfolding the online world in California state policies. A pattern that is likely to become 
increasingly common is that already signaled—a series of inconsistent state enactments 
followed by a preemptive federal statute. 
 
            One of the most significant federal statutes focused solely on e-commerce provides 
mixed results on this issue. The federal Electronic Signatures in Global and National Commerce 
Act (E-Sign)40 preempts most state laws insofar as they require a paper writing or signature or 
would preclude use of digital equivalents. However, E-Sign also allows states to back into the 
issue by enacting legislation consistent with E-Sign. The result is unclear, and some states are 
selectively interpreting it to retain their local laws. …. 
 
            Courts addressing the federal-state issue in the absence of preemptive federal statutes 
have resorted to analyses under the so-called dormant commerce clause, which reserves 
aspects of interstate commerce to federal control, even if Congress has not exercised its right to 
control it. The earliest lower court cases presented this issue in the context of laws controlling 
indecency and obscenity. Several found a broad, almost unbounded preemptive effect for the 
dormant clause.42 For example, in Cyberspace Communications, Inc. v. Engler43 the court 
commented: “Michigan’s effort to regulate what information may be transmitted to Michigan’s 
children, via the Internet, attempts to control Internet communications which might originate 
within Michigan, in other states, or in other countries. The Commerce Clause precludes the 
application of state statutes to commerce that commences or occurs outside of a state’s 
borders.” 
….. 
 
            There exist the beginnings of a conflict like that in international e-commerce, except that 
in this context federal laws clearly have the upper hand should the federal government exercise 
it. On the one hand, states desire to exercise control over impacts on the local citizens 
stemming from Internet activity. On the other hand, there is a commercial and social interest in 
interstate uniformity. 
…… 

applied to the operator of an out-of-state Internet web site, which provided listings of California real estate without 
offering any further services; restriction was content-based and singled out web site operators for different treatment 
than was accorded to newspapers, who were exempt when offering similar information over their web sites, and 
under governing strict scrutiny test there was no compelling government interest furthered through distinction. See 
also State v. Heckel, 143 Wash. 2d 824, 24 P3d 404, 98 ALR5th 703 (2001), cert. denied, 534 US 997, 122 S. Ct. 
467, 151 L. Ed. 2d 383 (2001) (spam law does not violate Commerce Clause); Ferguson v. Friendfinders, Inc., 94 
Cal. App. 4th 1255, 115 Cal. Rptr. 2d 258 (1st Dist. 2002), as modified (Jan. 14, 2002), and review denied (Apr. 10, 
2002) (California spam law does not violate the dormant commerce clause). 
40Electronic Signatures in Global and National Commerce Act, 15 USC Section 7001 et seq.  
42American Library Ass’n v. Pataki, 969 F. Supp. 160 (SDNY 1997). See also ACLU v. Johnson, 4 F. Supp. 2d 
1024, 1029 (DNM 1998). 
43Cyberspace Communications, Inc. v. Engler, 142 F. Supp. 2d 827 (ED Mich. 2001). 
 
See also ACLU V. Johnson, 194 F3d 1149 (10th Cir. 1999), holding invalid under the Commerce Clause a New 
Mexico statute that dealt with transfers of obscene material by computer….  
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[5] Pattern 5: Free Information and Content Screening 
            Free information in online, digital form is a new thing because it immediately becomes 
more widely available than in other forms. It reverberates throughout e-commerce. Much of it is 
worthless but some has value. 
 
            The ease of creating and maintaining Internet information sites expands the availability 
of pure information: “pure” in the sense that it is unfiltered. This is good for communications; any 
one who wants to tell their story can do so and reach a potentially wide audience. It may not be 
a good thing, however, if the issue is finding accurate information, as compared to rants. 
 
            Much of the social support for free Internet information lies in a Gramercy Park concept 
that digital technology brings into the global Internet. That concept assumes that anyone can 
say anything any time. If she says it, and you read or hear it, then a transaction occurred 
involving an exchange or delivery of information. This states the most simplistic model of the 
Internet as an information system. The transactions are free. Postings or sites have little 
meaning, however, unless they are heard, read, or seen and believed. On this issue, the 
Internet accentuates the effectiveness of the information transfers. The Internet is a Gramercy 
Park that covers the entire world. Millions may listen to or read what it contains. 
 
            Such an information market, however, inevitably means that most of the information is 
wrong, biased, or otherwise of limited quality. In many cases, the information is intentionally 
wrong. Much is obnoxious. The Internet creates a virtual park for those who rant and rave. In a 
park in New York, I can say anything and everything, and it has an effect only to the extent that 
anyone shows up and listens, an effect bounded by many things including physical location. E-
commerce makes it more likely that someone will do so. 
 
            It also makes more likely the exchange of lies. Freely available but inaccurate 
information, however, is often protected in the United States by the First Amendment. I can say 
most anything that I choose to say. I can put on the Internet information that entirely 
misrepresents the truth. Indeed, the right to make false statements often has protected status in 
our law. One of the law-related developments that has flowed from this principle has been a 
movement to insulate third-party providers who serve as conduits for third-party information 
from liability for that information. 
 
            Yet, that does not mean that no commercial or social incentive exists to require or to at 
least permit screening of content. Instead, we see that incentive in various contexts, but in the 
private sector it is most especially present in relationship to obscenity (especially with respect to 
making such information available to minors) and with respect to defamatory material. 
 
            The harsh style of much of what passes for dialogue on the Internet, coupled with the 
relative anonymity of the environment, is conducive to verbal attacks that are close to the border 
between protected speech and unprotected tortious or obscene conduct. Indeed, in an early 
case involving an Internet service provider, Stratton Oakmont, Inc. v. Prodigy Services Co.,58 

58Stratton Oakmont v. Prodigy Servs. Co, 63 USLW 2765, 23 Media L. Rep. 1794 (NY Sup. May 24, 1995), motion 
for renewal denied at Stratton Oakmont, Inc. v. Prodigy Servs. Co., No. 31063/94, 63 USLW 2765, 23 Media L. 
Rep. 1794 (NY Sup. Dec. 11, 1995). 
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the court held that an online provider was potentially liable for defamatory content on a bulletin 
board because it had undertaken to screen content. This suggested that any effort to control 
defamatory publication s would expos e the person making the effort to potential liability if it was 
not totally successful. The 1996 Communications Decency Act reversed that result [as we 
discuss later.] This is an early illustration of a legislative effort to balance goals of protecting the 
conduit-service provider’s freedom to enable a broad spectrum of third-party information, and to 
enable screening of the quality or character of the information without risk of undertaking liability 
for it. 
 
            But the point here does not concern the details of all the relevant legislation. It is to 
illustrate the realties of an open electronic forum that is readily accessible from potentially 
unlimited locations; in that forum the quality and character of the information vary wildly. The 
balancing out of interests in making information available and interests in individuals or 
governments being able to screen access or availability represents one of the great future 
questions associated with the Internet and e-commerce. The Internet and related e-commerce 
change many of the physical and interpersonal controls and restraints that once existed with 
respect to information in this free context. The policy task in law entails asking how, or even 
whether, equivalent controls for individuals should be created in law or in practice and, if so, 
who bears the cost. 
 
            The issues intermingle law, social policy, technology, and business. One aspect 
concerns a bottleneck question: To what extent can regulations or liability sanctions be focused 
on a central point (e.g., Internet service provider, library, bulletin board operator) where a 
sanction can be more effective, as compared to requiring the injured party to track down 
potentially anonymous, judgment-proof, and difficult-to-find individuals? The online provisions of 
the federal DMCA reflect one way in which this has been balanced in connection with copyright 
infringement, with the central source being given safe harbor protection in some cases, but an 
obligation to remove access or material on a proper complaint.60  
 
            Another issue relating to the fact that information is widely available on the Internet 
resides not in the accuracy or reliability of the information but in its free availability to everyone, 
including persons who may use it for anti-societal purposes. An example is provided by the 
“Google Earth” project, which allows satellite images to be downloaded and used for free—the 
program can be used to “fly over” cities and the entire world, including facilities and areas that 
some countries would prefer not be widely available.61 This governmental concern is mirrored 
by various individuals concerned about the same views of their backyards or what they thought 
were secluded, private retreats. Yet Google apparently does not create the images—it simply 
acquires them from imaging companies. Thus, the concern seems not to stem from the 
existence of the images but from their availability. The security or privacy inherent in the cost of 
contracting with an imaging company as an individual disappears when Google does that 
instead and then makes the images freely available. Even though Google will likely be 
compensated by advertising revenue, the end result is a wider dissemination of information that 
was previously out of the reach of a mass audience. 

6017 USC § 1201 et seq. See also ALS Scan, Inc. v. RemarQ Communities, Inc., 239 F3d 619 (4th Cir. 2001). 
61See, e.g., Karie Hafner and Saritha Rai, “Governments Tremble at Google’s Bird’s-Eye View” (12/20/05, NY 
Times). 
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[6] Pattern 6: Information Diversity: Finding Sources and Their Quality 
Regardless of any flaws, risks, or other issues, the Internet clearly makes available a greater 
array of information more rapidly and easily than it has ever been available to individuals and 
companies before. Putting aside questions about defamation and obscenity, there remain 
issues about finding information and assessing its quality.62  
 
            The finding issues have led to a number of commercial and noncommercial responses 
and to a burgeoning industry. A number of commercial sites exist that compile information of a 
particular type either by directly collecting it, or by providing links to other sites with the 
materials. Some sites are a for-fee site (e.g., Westlaw), while in other cases, the finding system 
is at no cost to the user of the search engine, the cost being supported by advertising or other 
fees from the sites that hope to be found. Other services are offered gratis by individuals or 
organizations for their own personal or nonprofit reasons. 
 
            The need for a finding system that is usable by ordinary persons on the Internet is not 
surprising, given the immense volume of information and number of information sites. What may 
be surprising is the amount of litigation and legislative activity that the finding issue has 
generated and will likely continue to generate. The finding issue, in fact, is at the core of 
legislation and litigation relating to domain names. In that context, the ability to use a particular 
name draws value from the fact that Internet users will employ that name in searches. Similarly, 
the finding issue relates to the litigation that has sprung up about metatags and similar 
identifiers. The issue also arises in connection with litigation about trademark and other 
implications of pop-up advertising keyed to the computer user’s selection of a particular web site 
or its use of particular search terms.63  
 
            While litigation focused on finding services (search engines) has been far less common 
to date, it is quite clear that this will become a point of importance in the future. For example, 
can a search engine sell first-in-line status to a particular product or site on searches that 
include it, but not inform the user that this is the reason why the name appears first? At least 
some regulators regard this as a potentially unfair or deceptive practice. Similarly, as search 
systems inevitably refine their search methods to limit the number of hits that occur for a 
particular search, what are their responsibilities to sites that are left off or to users, especially if a 
cost is imposed for use? Is there a viable market for more personal search consultants who will 
undertake to find particular information or to set up customized searches for customers? 
Because there is now or will likely be a strong market for such services, what are the legal 
obligations of these consultants? 
 
            Services or systems that deal with finding information on the Internet involve information 
as their primary product and, thus, their activities implicate First Amendment values. An early, 

62See RS Wurman, Information Anxiety 38 (1989) (comparing raw data to screened and organized information). 
63See, e.g., Playboy Enters., Inc. v. Netscape Communications Corp., 354 F3d 1020 (9th Cir. 2004) (issue of fact 
presented regarding trademark infringement claim concerning pop-up advertisements keyed to use of particular 
words in search engine); U-Haul Int’l, Inc. v. WhenU.com, Inc., 279 F. Supp. 2d 723 (ED Va. 2003) (pop-up ads not 
copyright or trademark infringement); 1-800 Contacts, Inc. v. WhenU.com, 414 F3d 400 (2d Cir. 2005) (use of 
names in directory not shown to user but used to flash ads on screen at appropriate times was not use of a trademark 
in commerce; no liability). See ¶§ 2.16[4]; 2.28; 2.29. 
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judicial manifestation of this occurred in Search King, Inc. v. Google Technology, Inc.,64 where 
there was a challenge to the search query rankings used by a leading online search engine. The 
court held that the rankings, although based on a patented analysis algorithm, also involved 
subjective opinions that constituted protected speech. On the other hand, the FTC has warned 
that systems that use paid-for priorities should undertake to make their users aware of that fact 
in order to avoid deceptive practices. 
 
            The finding issue interacts with questions about finding quality information. The Internet 
creates an information explosion by allowing individuals and other potential information 
suppliers to go public without working through publishers or other screening entities. That social 
benefit is offset, perhaps, by a potential loss of the qualitative screening that such entities often 
provide. Some of that has been maintained by free sites operated, for example, by entities such 
as The New York Times and CNN, but the problem remains: how does a user gauge the 
qualitative value of an information site without knowledge of the provider or without the time to 
investigate quality? Often, that will be a nonissue. But in some cases the qualitative issue 
becomes important, such as where the purpose of the search is to provide information for 
business or other important decisions. 
 
            A necessary result of this may be some development of qualitative vouching systems or 
evaluation systems. We see that already in reference to privacy and some other issues, but it 
will likely expand in the future. In the interim, of course, there is the predictable litigation 
because the above issues are new and not settled in the e-commerce arena. 

[7] Pattern 7: Borrowing Others’ Resources as a Business Model 
            Consider the following: 
 
Example.   
            One entity establishes a web site on which it provides information about the most recent 
sales price and current availability of specific baseball player trading cards, also providing the 
user with the ability to purchase cards from listed vendors. A second entity, wishing to enter the 
market, but unable or unwilling to establish the contractual connections that the first site has 
made with numerous sellers of cards, sets up its own site with the limited number of card 
vendors to which it has access and then links to the first site. A user of the second site searches 
based on the player’s name; it will be taken to the second site location for that player’s cards, 
unless there is none, and in that latter case taken directly to the appropriate vendor on the first 
site. 

64Search King, Inc. v. Google Technology, Inc., 2003 U.S. Dist. LEXIS 27193 (WD Okla. May 27, 2003). See also 
Ultrasound Imaging Corp. v. Am. Soc'y of Breast Surgeons, 358 F. Supp. 2d 475 (D. Md. 2005) (certifying agency 
did not tortiously interfere with contract by refusing to list services); American Interbanc Mortgage, LLC v. E-
Lenders Report Card, Inc., 2005 Cal. App. unpub. LEXIS 2392 (Cal. App. 4th Dist., Mar. 17, 2005) (court 
dismissed some claims under SLAPP law, but not others re site that evaluated mortgage lenders). Zango, Inc. v. PC 
Tools Pty Ltd., 2007 WL 1745227 (WD Wash. 2007) (denies preliminary injunction requiring software blocking 
program operator to remove plaintiff’s software from blocked list); e360 Insight v. The Spamhaus Project. 500 F3d 
594 (7th Cir. 2007) (No permanent injunction against listing entity as spam site). On a different, but equally 
significant issue, see Person v. Google, Inc., 456 F. Supp. 2d 488 (SDNY 2006) (advertiser, who sough to purchase 
ads on Internet search engine, brought antitrust action against search engine provider for its allegedly discriminatory 
pricing scheme. Held: forum selection clause enforceable.) 
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            Business models that borrow or build on, or refer to, the resources of another 
person online are common in e-commerce. In many cases, they seem to benefit both 
parties, but that is not always true. For example, in the case mentioned above, one 
could argue that the first site owner benefits, but there are many reasons that this might 
not be true (e.g., the user skips past advertising pages, the second site becomes the 
primary location for card information and continues to build its collection taking 
customers from site one). As a result, we have seen litigation about the legality of 
nonconsensual linking and about issues of trespass to a site or criminally unauthorized 
use of it.65 We have also seen damages analyses that consider a site’s loss of 
stickiness (ability to retain visitors) when actions by another web site decrease the need 
to stay at the site.66  
 
            The core question of law here ultimately entails determining control of material posted 
on Internet sites. Does the person who posted the site retain, at least under some conditions, a 
property or other right to control access to the site, use of the information on it, or other 
attributes associated with it? Clearly, the answer is that in some cases, and as against some 
uses, control is retained by the site owner.67 The extent of control will be played out through the 
law of copyright, the law associated with technological controls on access, the law of trespass, 
and criminal laws prohibiting unauthorized access to a computer. 
 
            Depending on the circumstances, antitrust law may also have a role where a dominant 
competitor controls data and resources that competitors must access or use effectively to 
compete. The extent to which an antitrust premise, often associated with the doctrine of 
“essential facilities,” is likely to give relief to competitors was brought into question by the 
Supreme Court’s ruling in Verizon Communications, Inc. v. Trinko,68 where the court rejected an 
antitrust claim against a telecommunications company. As to the essential-facilities doctrine, the 

65See Chapters 3 and 9. 
66In a copyright context, see e.g., Video Pipeline, Inc. v. Buena Vista Home Entertainment, Inc., 342 F3d 191 (3d 
Cir. 2003), where Disney displayed movie trailer on its own web sites “in order to attract and to keep users there (a 
concept called stickiness) and then take advantage of the users’ presence to advertise and sell other products,” 
plaintiff’s infringing display of “clip previews” (unauthorized trailers) created a likely loss of stickiness justifying 
preliminary injunction: “[T]he record indicates that Disney will likely incur incalculable losses from the clip 
previews’ competition with the trailers—especially in terms of internet users’ attraction to (and the stickiness of) 
Disney’s and others’ web sites and the concomitant opportunities for sales and marketing on those sites.” Id. at 207. 
67See, e.g., Kelly v. Arriba Soft Corp., 280 F3d 934 (9th Cir. 2002). Superseding the prior opinion, the court in 
Kelly v. Arriba Soft Corp., 336 F3d 811 (9th Cir. 2003) noted, “The creation and use of the thumbnails in the search 
engine is a fair use. However, the district court should not have decided whether the display of the larger image is a 
violation of Kelly’s exclusive right to publicly display his works.” Id. at 816. See also Ticketmaster Corp. v. 
Tickets.com, Inc., 2003 Copy. L. Dec. § 28607 (CD Cal. 2003); Live Nation Motor Sports, Inc. v. Davis, 2007 
Copy. L. Dec. § 29292, 81 USPQ2d 1267 (ND Tex. 2006) (commercial link to streaming video of auto races most 
likely violated the copyright owner’s “public display” right). But see Perfect 10, Inc. v. Amazon.com, Inc., 487 F3d 
701 (9th Cir. 2007) (search engine operator’s framing in-line linked images did not “display” or distribute copies 
where full-size images were not stored on operator’s own computers, but operator merely provided HTML 
instructions to an unrelated web site publisher’s computer on which the image was stored; on the other hand, search 
engine had obligation to take any steps that were readily available to it to prevent linking user to infringing sites). 
68Verizon Communs., Inc. v. Law Offices of Curtis V. Trinko, LLP, 124 S. Ct. 872 (2004). 
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court emphasized that it had never recognized the doctrine but that, even if it were recognized, 
it cannot apply where the competitors have some access to the facilities. Subsequently, in 
Morris Communications Corp. v. PGA Tour, Inc.,69 the court rejected a monopolization claim 
against the Professional Golf Association (PGA) based on its policy of precluding others from 
publishing real- time golf scores on their web sites until thirty minutes after the scores were 
recorded or appeared on the PGA site. The court concluded that the refusal to permit more 
immediate use was justified by business considerations, including protection of the PGA’s 
business and property interests in the data from use by others who would “free ride” on the 
PGA’s activity. 

[8] Pattern 8: Privacy and Security as a Major Influence 
            Privacy and data security are so obviously part of the evolution of products and law in e-
commerce that little can be productively said about it in the short summary we intend here. We 
provide detailed coverage in later chapters. 
 
            In the United States, the modern law of privacy has two distinct elements.70 The first is 
true privacy law. This involves legal doctrines associated with the individual’s right to prevent 
intrusions into or disclosure of truly private information, in the sense of information that is 
confidential or personally sensitive to a reasonable person. The second is the concept of data 
protection, which proposes that an individual has a right to control uses of transactional or other 
personally identifiable information that properly was obtained by a third party. 
 
            The data protection prong drives most modern privacy legislation and regulation. It 
developed initially from the EU but has strong impacts on U.S. law and practice. The basic 
principle entails a shifting of rights of control giving an individual the right to prevent use of 
information by another party. 
 
            The disputes that tend to arise with respect to data protection laws often involve: 

1. What types of data are protected (e.g., transactional data involving the purchase of a 
television, social security or credit card data, medical data, etc.), and 

2. Whether the third party’s right to use data it lawfully obtained is conditioned on 
affirmative assent given by the data subject, or affirmative objections to use. The 
answer to the second question often depends on the answer to the first (e.g., medical 
health information as contrasted to the fact that a television was purchased). 

 
            The current political mantra is that “the public” views privacy as the most important issue 
in e-commerce and that, therefore, a failure of law and business to protect privacy presents an 

69Morris Communications Corp. v. PGA Tour, Inc., 364 F3d 1288 (11th Cir. 2004). See also Covad Communs. Co. 
v. BellSouth Corp., 374 F3d 1044 (11th Cir. 2004) (applying Trinko, no essential facilities claim, but 
monopolization may apply); New York Merchantile Exchange, Inc. v. Intercontinental Exchange, Inc., 323 F. Supp. 
2d 559 (SD NY 2004) (no essential facilities claim re refusal to provide exchange settlement prices to online 
exchange). 
70See RT Nimmer, The Law of Computer Technology ch. 16 (West 2013). 
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important barrier to continued expansion of e-commerce, at least in the consumer environment. 
One can quite reasonably question the validity of the research or empirical evidence on which 
these claims are based. Certainly, for example, in cases where privacy notices and a right to 
object to use of information are given to consumers, the general rate of return indicating an 
objection is abysmal. In fact, the entire reason why a debate exists between whether law should 
use a right to object or a right to opt in to allow use, is simply that the vast majority of individuals 
are likely to take no action in response to either right. Thus, the default rule will govern (e.g., 
cannot use without consent, or can use unless there is an objection). While there may be good 
reasons to argue in favor of the data protection forms of privacy, the tepid response of actual 
consumers offers little support for the belief that a vast swelling of public concern exists outside 
the rooms of so-called privacy advocates. Similarly, it is not clear whether individuals will like the 
results of data protection rules in all cases. For example, are consumers likely to desire to pay 
for an online directory that is no longer supported by the use of transactional data for mailing 
lists or the like? 
 
            Whatever position one takes on these questions, it is clear that the issues associated 
with the data protection type of privacy have important effects on e-commerce, creating or 
eliminating various types of business models, and resulting in both regulation and litigation. 
Take for example, the following California statute: 

§ 1798.85. Prohibited actions with respect to social security 
numbers; application and exceptions; operative dates with respect 
to specified entities 

(a) A person or entity, not including a state or local agency, shall 
not do any of the following: 

(1) Publicly post or publicly display in any manner an individual’s 
social security number. “Publicly post” or “publicly display” means 
to intentionally communicate or otherwise make available to the 
general public. 

(2) Print an individual’s social security number on any card 
required for the individual to access products or services provided 
by the person or entity. 

(3) Require an individual to transmit his or her social security 
number over the Internet unless the connection is secure or the 
social security number is encrypted. 

(4) Require an individual to use his or her social security number 
to access an Internet web site, unless a password or unique 
personal identification number or other authentication device is 
also required to access the web site.…71  

71Cal. Civ. Code § 1798.85. Sensitivity to disclosure by third parties of a person’s social security number has been 
an increasingly important feature of “privacy” law in personal information. Other personal information that is 
routinely given to third parties has not received the same response. See, e.g., Commonwealth v. Duncan, 817 A2d 
455 (Pa. 2003) (defendant did not have a reasonable expectation of privacy in his name and address); State v. 
Townsend, 57 P3d 255 (Wash. 2002) (consent to disclosure implicit in sending e-mails to third parties); Pioneer 
Electronics (USA), Inc. v. Superior Court, 150 P3d 198 (Cal. 2007) (notice to customers who had complained to 
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This statute deals with a particular type of personal information (social security number) that 
might be regarded as sensitive because disclosure of it may expose the individual to risks of 
third-party fraud, identity theft, and other adverse effects. We suspect that it is the risk of 
exposure such as this that, in fact, constitutes the primary actual public concern about privacy. It 
is clear, in any event, that increasing private-sector as well as governmental sensitivity to 
handling such information impact e-commerce. 
 
            Many modern laws treat this as a question of security, rather than privacy. No one 
should fall prey to the assumption that a system for handling personal data is secure only if it is 
close to 100 percent fail proof against intrusion or accidental disclosure. Anyone who watches 
the handling in the brick-and-mortar world of paper credit card receipts, both by consumers and 
stores, knows that the physical world systems are far less than fully secure. 
 
            That being said, there is an increasing tendency in law to regard a company’s 
possession of data regarding individuals as potentially creating an obligation on that company to 
keep the data at least relatively secure or to report breaches of security.72 When it exists, the 
obligation is owed to the person about whom the data relates. One justification for such concern 
about at least certain types of information (such as social security numbers) relates to the risk of 
identity theft, a topic discussed in Chapter 15.73  
 

[9] Pattern 9: Rules That Are Media Specific 
            The evolution of e-commercial practice has yielded a massive expansion and alteration 
of law relating to commercial transactions. Many of the new rules are created specifically for 
electronic media. These laws are difficult to discover and lack a consistent policy basis for the 
distinctions drawn and because they appear in various and sometimes arcane portions of state 
(and federal) codes. The new laws reflect an unfortunate willingness to regulate electronic 
commercial media that seems to outstrip the willingness to undertake parallel regulation in other 
commercial media. 
 
            Consider, for example, a federal statute dealing with credit and debit card numbers 

company about DVD players, of disclosure of their personal information in discovery of proposed class action 
unless they affirmatively asserted right to privacy adequately protected privacy right; information sought, i.e., 
names, addresses, and telephone numbers, was not sensitive, and requiring affirmative consent could hamper efforts 
to protect consumers); In re Property of Forgione, 2006 ILR (P&F) 1063 (Mass. Super. Ct. 2006) (no Fourth 
Amendment right in information given to an ISP). 
72See discussion of data security issues in law in § 12.17. See also Cobell v. Kempthorne, 455 F3d 301 (2006) 
(injunction requiring government to disconnect computer systems containing beneficiary data from Internet access 
because of security concerns was abuse of district court’s discretion); Witriol v. LexisNexis Group, Inc., 2006 U.S. 
Dist. LEXIS 26652 (ND Cal. Apr. 26, 2006) (refuses to dismiss class action based on security breach; allegations 
were that the information was confidential). 
73See also Bodah v. Lakeview Motor Express, Inc., 663 NW2d 550 (Minn. 2003) (court rejects invasion of privacy 
claim premised on disclosure of social security numbers); Remsburg v. Docusearch, Inc., 816 A2d 1001 (NH 2003) 
(social security number is private because of risks involved, but fact issue of whether disclosure of it is highly 
offensive to a reasonable person as required by privacy law); Sloan v. South Carolina Dep’t of Pub. Safety, 355 SC 
321, 586 SE2d 108 (S. Car. 2003) (no liability for inadvertent disclosure of social security numbers). 
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limiting the printable portion of a card’s number. Assuming that the underlying policy for the 
statute is to prevent identity theft and like criminal offenses by avoiding creation of documents 
containing information enabling criminal conduct, it is difficult to understand what policy justifies 
having the law apply to electronic receipts but not to nonelectronic receipts, yet the rule only 
applies “to receipts that are electronically printed,” and does not apply “to transactions in which 
the sole means of recording a credit card or debit card account number is by handwriting or by 
an imprint or copy of the card.”74 Clearly, different technology affects how easy or difficult 
(costly) it is to avoid printing more than the last five digits of a card, and there would be a larger 
economic impact from a rule that applies to all receipts. For example, many merchants had 
invested in “imprint machines” allowing them to emboss credit card numbers on receipts, and 
the statute nullified that investment. But if preventing identity theft was the policy, the distinction 
between electronic and other printing made in this statute undermines its policy impact. 
 
            Another aspect of laws aimed at selected media of commerce, is that they often appear 
to allow or facilitate electronic commercial arrangements while not really doing so. An example 
is California’s rule allowing certain corporate filings to be made electronically by facsimile. A 
question for a faxed document has been whether a faxed signature can count as a signature. 
Under the federal E-Sign Act, the general answer is yes,75 and most, after consulting E-Sign, 
UETA, or UCITA, would assume that is the end of the story. But under the California rule 
enacted after California’s adoption of UETA, a person filing a facsimile must maintain the 
originally signed document for at least five years.”76 This rule would not surprise a securities 
lawyer because, before enactment of E-Sign, the SEC requires the originals of certain 
documents filed under its “EDGAR” system to be retained.77 But it would surprise anyone 
believing that, under UETA or E-Sign, mandated equivalency exists between electronic and 
non-electronic documents. 
 
            In this particular example, E-Sign allows regulators latitude in determining filing 
requirements.78 However, that exception illustrates the difficulty of keeping track of the various 
rules and exceptions informing commerce purporting to be electronic. 
 
            There is an unfortunate and growing list of examples. The 2004 Fairness to Contact 
Lens Consumers Act,79 prohibits persons selling contact lenses from doing so until the lens 
prescription is presented “directly or by facsimile.”80 The definition of “direct communications” 
includes “telephone, facsimile, or electronic mail,”81 but that phrase was not used in the rule for 

74Fair and Accurate Credit Transactions Act of 2003 (FACT Act). PL No. 108-159, § 113 (2003) (amending 15 
USC § 1681(c) (FCRA § 605) to add a new subsection (g)). 
75See Chapter 4 and 15 USC § 7006(2) (“electronic” means relating to technology having electrical, digital, 
magnetic, wireless, optical, electromagnetic, or similar capabilities). 
76See CA. Corp. Code § 17.1(d) (2003). 
77See SEC Release No. 7985, No. 27419, No. 44424, No. 33-7985, No. 34-44424, No. 35-27419, and No. IC-
25003, re application of E-Sign to SEC record retention rules (noting that several rules require retention of manually 
signed signature pages or other documents that appear in typed form within electronically filed documents). 
78Id. (noting E-Sign provides leeway for filing requirements imposed by public agencies). 
7915 USC §§ 7601–7610. 
8016 CFR § 315.5(a)(1) (2004). 
8115 USC § 7603(g). 
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prescription presentation. So, the FTC had to determine what “directly” meant. It could have 
treated e-mail as a “direct” presentation just as it so viewed postal mail. Instead, it interpreted 
the phrase (as to emails), as only including “an email containing a digital image of the 
prescription.”82 An e-mail containing the prescription as typed in by the patient will not work, but 
an e-mail with a digital image will (such as scanned copy). Thus, patients who can type but who 
do not have scanners will have to find a fax machine. Further, “directly or by facsimile” doesn’t 
really mean “directly.” If the patient read the prescription over the telephone to the seller, that 
would not suffice.83  
 
            The FTC wanted to ensure that a copy of the exact prescription would be supplied, 
thereby avoiding mistakes that might occur in retyping or reading the prescription over the 
telephone. There is nothing wrong with that policy, but the statute does not require delivery of 
an exact copy. Thus, the rule distorts or manipulates media. One would assume that the ability 
to send something by e-mail includes the ability to type out the information; one would also 
assume that e-mail is a “direct” presentation of the information. 
 
            Another feature of some laws regarding electronic media is that they are sometimes 
written for the electronic eye, and not solely for the human eye. To illustrate, under the 
CANSPAM Act84 the first 19 characters of the subject line of a commercial e-mail for sexually 
explicit content must disclose the nature of the material. In its regulation, the FTC acknowledged 
a distinction be- tween a setting in which the disclosure would relate solely to human readers of 
the e-mail, and one in which electronic screening is likely. The final rule is: “SEXUALLY-
EXPLICIT:”, a 19 character phrase (called a “mark” by the FTC) which includes “17 characters, 
including the dash between the two words. The colon (:) and the space following the phrase are 
the 18th and 19th characters.”85 In describing a slightly longer disclosure requirement in a 
proposed draft leading to this rule, the FTC explained the reason for this minutia: 

[T]he Commission is concerned that a filter set to block a simple 
English phrase like “sexually explicit content” could prevent 
delivery of an e-mail from an anti-pornography group that used the 
phrase within the content of their message. Use of hyphens 
creates a unique mark calculated to avoid this problem. In 
addition, the Commission believes that the addition of dashes 
between the three words and a colon and a space after the phrase 
“SEXUALLY EXPLICIT CONTENT” will serve to set off the 
Proposed Mark and help to make it more unique and prominent.86  

 
This disclosure is designed for the electronic eye, even though other aspects of the same rule 

8216 CFR § 315.5(f)(1) (2004) (emphasis added). 
8369 Fed. Reg. at 40482, 40496 (7/2/04) (footnotes omitted). 
84See § 13.07[4]. 
8516 CFR § 316.1(a)(1), Note 1. 
8669 Fed. Reg. at 4263, 4264 (1/29/04). The phrase in the proposed rule was longer and was shortened in the final 
rule in order to more narrowly tailor the mark “so that no more speech is affected than is necessary …” 69 Fed. Reg. 
at 21024, 21027 (4/19/04). 
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are designed for the human eye.87 This requires a level of attention to detail that is new in 
commercial law for both the regulator and the party seeking to comply. 
 
            Still another example is the federal Telemarketing Sales Rule which declares (subject to 
exceptions) it to be an abusive telemarketing act or practice and a violation of the rule, for any 
seller or telemarketer to engage in “Disclosing or receiving, for consideration, unencrypted 
consumer account numbers for use in telemarketing.”88 This would preclude, for example, 
delivery to a telemarketer on paper in a sealed envelope, a list of consumer account numbers 
marked confidential. The FTC based the rule on its belief “that there is no legitimate reason to 
purchase unencrypted credit card numbers,”89 but the point here is that it is another media-
based rule. 
 
            Some of the new laws create media-based obligations that are not always transparent. 
For example, in Pace v. United Services Automobile Assoc.,90 a federal district court sanctioned 
attorneys who did not show up for a hearing, e-mail notice of which was given by the court. 
Although the law firm’s technology administrator had “whitelisted” state courts to ensure their e-
mails made it through the firm’s spam filter, he had not whitelisted the federal court. The court 
characterized as “negligent” the failure to set up the computer system to deal with notices 
issued through the court’s electronic system: “[i]t is incumbent upon attorneys to adopt internal 
office procedures that ensure the court’s notices and orders are brought to their attention once 
they have been received.” One can imagine analogous circumstances where a similar duty 
might develop, such as with respect to a regulated institution participating in a system intended 
to receive notices from a regulator. 
 
            Another illustration is provided by Davis v. Department of Justice,91 where the D.C. 
Circuit court had to decide whether the FBI had made a reasonable effort to determine whether 
speakers on a tape were dead or alive for purposes of determining whether release of the tape 
might violate their privacy. The court found the FBI’s efforts to be unreasonable for a variety of 
reasons, but one of them was the FBI’s failure to “Google” the speakers’ names: 

Surely, in the Internet age, a “reasonable alternative” for finding 
out whether a prominent person is dead is to use Google (or any 
other search engine) to find a report of that person’s death … . 
Googling also provides ready access to hundreds of websites 
collecting obituaries from all over the country, any one of which 

87To avoid exposure to unwanted pornographic images, the initially viewable content of the e-mail message is 
restricted to specified textual disclosures. See 16 CFR § 316.1(a)(2)  
8816 CFR § 310.4(a)(5) (emphasis added). 
89The rule may be beyond the FTC’s powers. In an explanation perhaps suggesting a lack of statutory authority, the 
FTC stated: “This provision is consistent with the basic prohibition in the [Gramm-Leach-Bliley Act], and in 
essence, extends the ban on this practice beyond financial institutions and ensures that all sellers and telemarketers 
subject to the TSR are prohibited from this practice.” 68 Fed. Reg. at 4580, 4617 (1/29/03). Interestingly, the 
comment admits the difference between the GLBA, a federal statute, and the FTC’s unilateral decision to create a 
similar result by regulation under a different statute. 
90Pace v. United Servs. Auto. Assoc., 2007 U.S. Dist. LEXIS 49425 (D. Colo. July 9, 2007). 
91Davis v. DOJ, 460 F3d 92 (DC Cir. 2006). 
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might resolve that speaker’s status as well.92  

 
The court clarified that “Googling” was not required, but was among the reason- able 
alternatives that the FBI did not consider. 
 
            In both of the foregoing cases, what we see is the evolution, by courts, of standards of 
care that incorporate the “new” technologies. Indeed, the pace of technological and social 
change associated with digital commerce systems has been so rapid and so rapidly adopted by 
the public and corporations, that in some settings it may be difficult to make a plausible 
argument that access to and use of these systems has not become part of the overall duty of 
care that companies and individuals owe. The duties are media-specific in the sense that 
determining what should have been done involves looking to what the systems available today 
readily allow a person or firm to do. Of course, for failure to use a technological system to fulfill a 
duty, that duty must first exist and be one to which the actor is bound. In many instances, the 
better view will be that the mere existence of a technological capability creates no duty to 
implement or use it where a preexisting, established duty does not exist.93  
 
            It is also the case that new technologies may create additional factors to consider when 
deciding whether traditional activities can or should be done with a new technology. For 
example, in § 8.02[1][b] we discuss Bursac v. Suozzi,94 a case in which use of the Internet for 
an activity (disseminating identifying information about arrestees) added an extra stigma such 
that information that could have been distributed via a paper flier created a constitutional issue 
when distributed via the Internet. The difference was the new technology: a “website with 
unlimited access to the public, which may affect a legal status and impose specific harm by 
being available to, inter alia, search engines, credit agencies, landlords and potential employers, 
for a lifetime, regardless of the underlying outcome of the case. It is the scope and permanency 
of public disclosure on the Internet by a governmental agency that distinguishes the County’s 
‘Wall of Shame’ from traditional and regular forms of reporting and publication such as print 
media.” 
 
            There are other “media” rules.95 ……. 

92Id. at 103. 
93See Perfect 10, Inc. v. Visa Int’l Serv. Ass’n, 494 F3d 788 (9th Cir. Cal. 2007) (credit card companies providing 
payment systems for web sites that contained infringing material did not have obligation to act to reduce or prevent 
infringement under vicarious or contributory infringement theories); Banknorth, N.A. v. BJ’s Wholesale Club, Inc., 
442 F. Supp. 2d 206 (MD Pa. 2006) (economic loss rule barred debit card issuer’s claim that merchant negligently 
failed to protect cardholder information). But see Witriol v. LexisNexis Group, Inc., 2006 U.S. Dist. LEXIS 26652 
(ND Cal. Apr. 26, 2006) (refuses to dismiss class action based on security breach; allegations were that the 
information was confidential). 
94Bursac v. Suozzi, 868 NYS2d 470 (NY Sup. Ct. 2008). 
95See, e.g., Cal. Civ. Code § 1798.85 and § 12.14 (restricting transmission or use of social security numbers in 
electronic media); Cal. Civ. Code §§ 1798.82 and 1798.29 and § 12.17 (CA rule re duty to notify upon security 
breach of unencrypted computerized information); and federal FACT Act at § 711(2) and § 4.09[3][b][iii] 
(restricting portion of card number etc. appearing on electronically printed receipt; rule does not apply to 
handwriting or imprints). See also 70 Fed. Reg. 58946 (10/7/05) (amending 41 CFR Part 60-1 to impose obligations 
on federal contractors accepting expressions of interest in employment through the Internet or related electronic 
data and meeting certain other conditions). If the definition of “Internet applicant” is met, the rule also applies to 
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[[11] Pattern 11: Transformation of Intellectual Property Law] 
 It is fair to say that Internet and the digitization of vast amounts of information and of 
informational work has resulted in a transformation in intellectual property law in the U.S. and in 
all developed countries of the world.  The transformation continues as this is written.  
 
 The effect is seen in patent law, where there are continuing and conflicting or, at least 
obscure decisions and statutory amendments dealing with computer programs and business 
methods.  We will not deal with these issues in this course, except to note that they remain 
unresolved.  They are not products of the Internet.  Rather, they reflect a long-standing 
confusion about how to reconcile the treatment of computer programs or program-implemented 
inventions with the exclusion of patents for abstract ideas and other non-patentable material.  
Internet increases the economic stakes, but does not change the underlying issues.  The 
questions involved are better left to a course on Patent Law and metaphysics. 
 
 On the other hand, digitization of information and informational works resulting in the 
Internet has transformed copyright and trademark law in fundamental ways.  Indeed, most 
modern decisions shaping modern copyright and trademark law stem from digital or Internet 
contexts.  Both copyright and trademark law in the U.S. have been amended in the past two 
decades to reflect digital issues and the Internet. 
 
 One result has been to create what I have described as the “information wars”, pitting a 
well-funded group who favor weak rights (“rights restrictors”) against a well-funded group who 
favor strong rights (“rights enhancers”).  In theory, in copyright law, the debate focuses on how 
best to encourage creativity and dissemination of creative works.  In fact, the issues are much 
more complex as we will see. 
 
 Internet and digitization of informational content has contributed to a culture in which a 
sizeable part of content users seemingly ignore the copyright law injunction that it is wrongful to 
make personal copies of another’s work.  The debate between this newly developed view by 
some and the basic premises of copyright law (which precludes copying of a work) poses a 
difficult policy issue for those who formulate copyright law. 
 
 But, the information wars are actually driven by large companies.  Consider, for 
example, the so-called “Google Book” project in which one of the richest corporations in the 
world, Google, undertook to copy all books printed, whether in copyright or not. The copies 
would be used to create a searchable database online, which Google would make into a 
significant commercial product. Google argued that this was “transformative fair use” and lower 
courts agreed.  We will discuss this later, but the basic point this that, without the presence of a 
wealthy company and an Internet system, this entire system would not exist.  The second point 
is that the system engages a large shift from authors to facilitators like Google.   
 
 
 
 

paper-based applications (i.e., use of the Internet “taints” offline procedures and subjects them to the rule). 
21 

 

                                                                                                                                                             



 

22 

 


	Chapter 1 - Introduction
	(This material is excerpted from chapter 1 of Nimmer & Towle, The Law of Electronic Commercial Transactions
	§ 1.02 Economic Transformation and Law
	§ 1.04 Transactional Formats
	§ 1.05 Trends in Law and Practice
	[01] In General
	[1] Pattern 1: Transactional Information as a Valuable Asset
	[2] Pattern 2: U.S. Law Written Elsewhere
	[3] Pattern 3: Federalism Revisited: The Most Regulated World
	[5] Pattern 5: Free Information and Content Screening
	[6] Pattern 6: Information Diversity: Finding Sources and Their Quality
	[7] Pattern 7: Borrowing Others’ Resources as a Business Model
	[8] Pattern 8: Privacy and Security as a Major Influence
	[9] Pattern 9: Rules That Are Media Specific
	[[11] Pattern 11: Transformation of Intellectual Property Law]


